


Today service providers across the globe are strategizing, 

harmonizing, consolidating and virtualizing networks, applications 

and services so that possibilities can become realities. In addition, 

our industry is going through a monumental architectural shift with 

the move to Cloudification, micro-services, and containers. 

NetNumber has the platform that powers convergence—not only of AI, Big Data and IoT, but network 
generations from 2G to 3G, 4G, 5G and beyond. It integrates data, using it to power new services, and provides 
the most advanced levels of fraud and security protection, to ensure against today’s and tomorrow’s threats.   
All of this is bundled on the industry’s most advanced platform using the latest technology trends in cloud 
native principles.

NetNumber understands the holistic implications of the efforts service providers are undertaking today.  From 
cloud to the software platform, core network switching and routing, network security and fraud, network data, 
services and private networks.  

A fresh approach is overdue, and we’ve covered some of these key topics in the pages that follow.  We hope 
you’ll share this content with your colleagues.
 
Read on to learn more about how NetNumber can provide unlimited potential for your business with our 
services and solutions.

Matt Rosenberg     Kim Gibbons
Chief Revenue Officer    Chief Marketing Officer

Welcome
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For decades, the telco network has been monolithic and complex. Hardware-based products 

and rigid processes have impeded the operator’s ability to upgrade, customize, or scale the 

network. Today, the telecom industry is undergoing a dramatic shift in the transition to 5G. 

Physical infrastructure that had been the mainstay of the telecom industry is transitioning to 

an enterprise IT infrastructure that is distributed, cloud-based and enabled by orchestration 

and automation capabilities.  Processes such as network monitoring, moving data around the 

network, and day-to-day network operation are all being impacted.  

Journey to Cloud Journey to Cloud 
Native and 5GNative and 5G

N
etNumber offers a new 
perspective— the industry’s 
most robust cloud-native 
platform that address-
es both the legacy and 
next-generation require-

ments of telecom networks.  Our solution is 
built upon five pillars:
•  A cloud-native, infrastructure with distribut-

ed control that can be deployed anywhere
•  An automated, Kubernetes orchestrated, 

solution
•  An InterGENerational platform that spans 

key solution domains
•  A secure, open access, data analytics model
•  A strong culture of customer engagement 

and customization

Enabling the cloud-native journey today

As network technology is changing for 5G 
networks, the underlying architecture also 
is altering radically. NetNumber enables the 
move from a fixed, legacy infrastructure, to 
a containerized, cloud-native one. Being able 
to scale sufficiently and rapidly is essential, 
and so is providing full lifecycle management 
for current and future 5G requirements. 
Since not all operators are ready for a native 
container solution, NetNumber can deploy 
the solution as a Virtual Machine (VM) and a 
turnkey hardware and software solution.  This 
is critical to many operators’ journeys, because 
environments will run in parallel and in many 
cases on the same embedded infrastructure, 
for the foreseeable future.

Providing scale and reducing 

complexity with automation

Automation and Kubernetes-based orchestration 
are fundamental to the cloud-native, decentral-
ized model. A big part of running a distributed 
infrastructure is managing and monitoring it in 
real time, including new challenges such thou-
sands of edge points. NetNumber works with 
customers to simplify their infrastructure and 
reduce the cost of managing it.

InterGENerational support over many 

solution domains

NetNumber has a long history of intergener-
ational solutions supporting a single platform 
with uniform interfaces, processes, logging 
and monitoring.  NetNumber also offers tar-
geted solutions, critical for modern networks 
including, subscriber data management, secure 
signaling and routing, Internet Protocol (IP) 
Multimedia Subsystems (IMS), fraud control, 
as well as Access, Authentication & Authoriza-
tion control (AAA).  All of this is deployable 
at scale, with a wide range of tools, enabling 
the operator to run the network in the current 
state and into the future.

Data with a difference

Operators are challenged to move huge 
amounts of different kinds of data around the 
network. Each type has requirements regard-
ing latency, how and where they are replicated, 
and other parameters. These data models and 
data types are critical to the infrastructure, 
and will undergo fundamental shifts as the 

network undergoes architectural changes.
We hear a lot about analytics, artificial 

intelligence and machine learning, but in the 
past, the data has been held in closed and pro-
prietary systems, making it hard to access and 
leverage. NetNumber ensures operators are 
able to use all the information from the net-
work elements we provide and the information 
can be used by other systems and analytics 
platforms, which is a substantial differentiator.

The human touch

The breadth and depth of NetNumber’s skills, 
experience and expertise garnered over the last 
20 years uniquely enables us to help customers 
through the challenges of deploying a new 
infrastructure— connecting it to legacy infra-
structure is one of our specialties. 

We work closely with customers to tailor 
solutions to their specific needs.  We find 
that as our customers learn more about our 
product sets and our platform, we jointly start 
to explore other potential opportunities where 
we can work with them to simplify their infra-
structure and reduce its management costs. 

NetNumber is proud to have long-term 
partnerships with many of our customers, that 
continue to evolve. This means that repeat 
sales are high for us, and this is the best rec-
ommendation any company can have. Once we 
start to build a track record with a customer, 
we find our business expands in almost every 
account we have, as the customer understands 
more about the capabilities and outstanding 
service we provide.
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The current state of global telecommunications threats demands new responses. Only the 

use of real-time data analysis and proactive threat detection can match the sophistication 

of current hacking activities worldwide. Timely data gathering, real-time machine-based 

analysis, and quick dissemination of emerging threats creates a more proactive and effective 

security and fraud prevention environment. This combination is a future-proof, ever-evolving 

security strategy that meets head-on the ever-changing nature of hackers, fraudsters, and 

malware over telecommunication networks. 

Strategies to Tackle  Strategies to Tackle  
Security and Fraud ThreatsSecurity and Fraud Threats

W
ith the wide variety of connected mobile 
devices surrounding everyone in their daily 
lives, we have all become increasingly sus-
ceptible to hackers interested in the signaling 
messages that transfer valuable and personal 
information over mobile networks.  Conse-

quently, mobile operators face new decisions for securing their networks 
and protecting their infrastructures from cyber attacks. Additionally, 
there’s increased legislation mandating the protection of end user 
information (e.g., GDPR in Europe).  In recent years, global criminal or-
ganizations have succeeded in compromising mobile operator networks 
and accessing sensitive customer data via signaling protocol attacks over 
SS7 and Diameter for bank fraud and other criminal acts.  These types of 
attacks are accelerating in volume and severity. A 2019 survey from the 

Communications Fraud Control Association the types of fraud losses 
telcos face, as illustrated in the chart below.  

The industry now needs comprehensive multi-protocol firewalls to secure 
the SS7 and Diameter signaling networks against today’s sophisticated 
attacks. Such attack scenarios, and the guidelines for signaling firewalls, 
are described in the GSMA standards FS.11 and FS.19. The effectiveness of 
these technical network elements, however, requires complete and accurate 
data for the filtering actions within signaling security firewalls.  This data 
helps analyze if an incoming signaling message may proceed or needs to 
be blocked, or if a call set-up may continue, be redirected or is rejected. In 
discussions with TIER1 operators, the acquisition and updating of such 
data appears to cause major operational challenges for all carriers. The 
industry needs to address the specific operational challenges that operators 
face and what type of solutions could be effectively deployed.  The first step 
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is understanding the problems inherent in specific security and fraud use 
cases, and how global data sets and machine learning solutions can mitigate 
these vulnerabilities.  Learn more about these use cases by downloading the 
NetNumber Signaling Security white paper at https://www.netnumber.com/
about/collateral-download.  

Telecom Fraud is Big Business

Mobile operators also face serious business risk due to both consumer and 
network fraud.  A recent survey from the Communications Fraud Control 
Association indicates telecom fraud resulted in a global annual loss of 
$28.3B, and 1.74% of global telecom revenues lost due to fraud. Last year, 
telecom networks handled 89M scam calls daily!

What types of fraud are operators facing? 

Consumer Fraud includes:
•  Robocalling and Wangiri:  Fraudulent call generation or misleading 

end-users for making calls to premium numbers
•  CLI Spoofing:  Names and numbers are spoofed to mislead the receiver 

about the sender of the call
•  Nuisance and Scam calls:  Unwanted, unsolicited calls for  

marketing purposes

Network Fraud, which alone results in operator losses of more than 
$10B per year, include:
•  Call Rerouting (IRSF) or Short Stopping: call is diverted from proper 

destination via number range or route manipulation, typical IRSF
•  Call Refiling:  A way of CLI Spoofing to pay out a lower Mobile Termi-

nation rate by changing the CLI to one falling in the cheap(er) tariff
•  Traffic Inflation:  Generating additional roaming revenue with calls or 

data sessions that are free on the retail and charged on the wholesale

Complaints about telemarketers and scammers have steadily increased 
in recent years, with robocalls identified in the majority of cases.  

Telecom operators must have real time measures to fight consumer 
fraud to avoid heavy fines.

Implementing the Right Solution

At this year’s Mobile World Congress Barcelona, NetNumber is a finalist 

for a GLOMO award in Mobile Authentication and Security Solutions.  
NetNumber provides multiple Fraud and Security Control appli-

cations on the TITAN platform that can be configured/orchestrated 
from a common management GUI or standard API.  Our use of the 
continually updated GSMA dataset of fraudulent numbers is aug-
mented by our own global database of blacklisted numbers, updated 
in real-time.  Operators can block robocalls by source numbers and 
call patterns, stop call-back scams, and greatly reduce termination 
fee fraud. Using a combination of CDR scanning, GSMA data, and 
source data from literally hundreds of NetNumber global sources, 
the service updates in near-real time and is continually uploaded to 
operator subscribers 24/7.  This provides protection from fraud and 
malicious hacking. 

Our Fraud and Security applications can be combined easily with 
the other TITAN applications to protect against multi-technology 
and multi-protocol threat vectors. For example, when mobile users 
are traveling, the Home Public Mobile Network constantly receives 
location updates to process in the HSS and HLR applications, 
updating the user profile. User profiles are targeted by hackers to 
gain control over user settings and eavesdrop on calls or use SMS 
for attacks like banking fraud. The NetNumber Signaling Firewall 
supports sophisticated plausibility checking capabilities that monitor 
the status of outbound roamers, verifying incoming location update 
messages in SS7/Diameter against criteria like time and location 
before forwarding them to the HSS.

NetNumber Fraud and Security solutions also detect new toll fraud 
cases in real-time, by analyzing traffic patterns and call activities using 
AI and machine learning to help identify and isolate suspicious behav-
iors and potential fraud in real-time.

Ring, Ring…

Increasingly, subscribers are not answering calls driven both by the 
growth of other types of communications (e.g., SMS, social media) but 
also by increasing numbers of  robocalls and spam calls.  Operators are 
joining forces, working with associations and mandated by legislatures, 
to block nuisance calls.  NetNumber is actively engaged in defining 
and/or supporting the industry solutions for the three standards in 
development across the US and Europe:

STIR SHAKEN
Standards being defined in the US based on FCC mandates to regain 
trust for the CLI or Calling Name delivered for incoming calls.  STIR 
SHAKEN is a SIP-only solution and specifically designed to work be-
tween Service Providers within a national boundary. 

Out of Band STIR
Standards also being mandated by the FCC to ensure that local US op-
erators will deliver STIR SHAKEN verified calls despite many operators 
still with legacy non-SIP networks that do not support the SIP-verified 
CLI passport information used in STIR SHAKEN.

SEISMIC
This standard for Stopping Exploitation of Internetwork Signaling by 
Mitigating Illegitimate Communications (SEISMIC) is a focus of several 
large operator groups in Europe.



Business computing & services growth

Network consolidation through 5G and IP 
convergence will bring a sea-change to busi-
ness computing. Therefore, most analysts 
and CSPs agree that enterprise 5G solutions, 
devices and services will make up a large 
percentage of long-term growth and revenue 
opportunities – if properly productized and 
deployed. Top areas for these next-genera-
tion products include IoT, corporate cloud 
solutions and high-bandwidth telecom 
services such as HD business video, voice, 
security and technical support using aug-
mented reality (AR). 

Gartner analysts project that up to 90 per-
cent of 5G IoT service revenue will come from 
enterprise businesses. Meanwhile, partner 
supply chains and high-speed global connec-
tivity services will benefit from converged 5G 
network solutions, in many cases eventually 
supplanting current landline WAN connectivi-
ty over fiber and cable.

Tip of the 5G spear: Consumer services

While 5G enables the development of many 
new digital services, operators must first ramp 
up their deployments and transition current 
customers – mostly consumers and business 
customers – to the new world of 5G. With 
the lower cost of 5G bit rates for data as a 
potential enticement (depending on operators’ 
monetization models), they can move many 

customers onto the new network.  
It’s no surprise then that according to an 

April 2019 survey of CSPs, 96 percent will 
focus their 5G support in 2019-2020 on 
supporting existing data services.  This gives 
early adopters and migrating customers a step 
up in performance (through LTE uplink) and 
helps finance continued 5G investment. Most 
advanced 5G features and services cannot 
become widely available until substantial 
network density is reached. They include other 
consumer-driven services such as ultra-wide-
band wireless and mmWave deployment, 
which some carriers have rolled out in a very 
limited way in urban areas.

MEC and the cloud

Of course, it’s the density that counts, so MEC 
is gaining traction. As mmWave and network 
slicing directly benefit from MEC, especially 
in reducing latency and expanding cloud com-
puting access, the push is on for higher density 
operations, which includes proliferation of 
network-edge clouds. CSPs can, however, 
hedge their bets somewhat as existing LTE 
networks can leverage edge technology. 

And just as the networks (IP and wireless) 
are merging, so is the competition, especially in 
MEC and edge virtualized environments. Tradi-
tional telecom carriers potentially are head-
to-head with traditional IP network and cloud 
vendors. Even if RAN takes the lead on MEC 

for edge networks, the convergence, competi-
tion, and unseen risks of the merged networks 
will cause unpredictable market disruptions. 

Further converged network challenges 
include:
•  Programmable core operations for delivering 

Network-as-a-Service, allowing operators to 
customize slices for corporate customers and 
specific industrial applications. 

•  Overhaul of operators’ business operation 
and support systems (B/OSS) with intelligent 
network functionality and automation for 
real-time pricing. 

•  Seamless security, performance and relia-
bility across 3G and 4G and 5G networks, 
especially as 5G network density increases. 

Overcoming 5G adoption challenges

While the path to full 5G capabilities is clear 
enough, how individual CSPs (and their 
customers) arrive is not fully mapped out. 
CSPs must decide the best course for their 
businesses and simultaneously evolve their 
systems to accommodate the new realties in a 
post-5G landscape. 

Here are three main challenges we see for 
operators in the near and long term: 
•  Security is always a concern, and security in 

a 5G environment is even broader and far 
more complex than previous generations as 
IP and 5G converge.

•  Performance is not just a matter of bits-per-
second or latency, although those are service 
priorities, especially when service level 
agreements can make or break customers’ 
revenue. Performance in a dense 5G network 
also includes responsiveness, real-time 
network management and reliability over 
many nodes. 

•  Adaptability is key, given the complexity of 
the 5G ‘journey’, systems must be in place that 
can easily and cost effectively adapt to changes 
in technology – without costly or complex 
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When it comes to communications service providers’ (CSPs’) 

business opportunities for 5G services, analysts’ revenue 

estimates are all over the map. As a technology that carries 

so much promise across so many markets, 5G’s success 

depends heavily on the combined influences of consumers, 

industrial demand, and the successful convergence of 

wireless and business IP networks.

5G market opportunities: 5G market opportunities: 
Getting an edge on 5G Getting an edge on 5G 
and beyondand beyond
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changes. Similarly, CSPs should be able to 
make changes to their business model and 
introduce innovative services and customiza-
tions that could drive substantial revenue.

Security through obscurity

Eighty-three percent of operators surveyed 
in recent Heavy Reading research agree that 
5G security has been debated for years. The 
previous article (see page 4) discusses the in-
dustry’s confidence in and the implementation 
expectations of 5G security against existing 
firewall capabilities.

Performance

The 1 millisecond performance requirement 
for full 5G support could delay full adoption 
and advanced applications. However, accord-
ing the IHS Markit’s  2019 Operator Survey, 37 
percent indicated they are already deploying 
MEC infrastructure ahead of 5G deployments; 
an additional 47 percent intend to deploy 
MEC. Even with MEC, systems will require 
a far higher density of radio access antennas, 
improved operation support systems and, con-
sequently, all new (or upgraded) data center 
infrastructure management systems (DCIMs) 
for remote management. 

The ‘last mile, or even last few feet – is not 
the bottleneck; the entire infrastructure and its 
management must be responsive and reliable. 
Hence, CSPs should look for innovative DCIM 
and MEC solutions that can easily integrate 
into their existing or planned systems. 

Adaptability

The telecom market will become the most fluid 
in its history throughout and beyond 5G in-
troduction and maturity. As mentioned, forces 
within and outside the telecom space are vying 
for market share, service revenue, and new 
ways in which to leverage the converged net-
works. With SDN and NFV, changes can occur 
over night with software-only modifications. 
Meanwhile, 5G standards (and programable 
core), security, and management will also be 
largely software-driven and subject to modifi-
cations and enhancements at any time. 

These are all positive developments – if sys-
tems are in place to leverage them. The ease of 
introducing new services, the ability to add en-
hancements to existing systems (including LTE 
Advanced) and maintaining reliability and 
security at the highest levels are all hallmarks 
of an adaptable, business-forward strategy 

that should serve operators throughout the 5G 
journey and beyond. 

NetNumber and the 5G Edge

Choice and flexibility in deployment

NetNumber’s multi-protocol, multi-function 
All-G TITAN servers can be placed wherever 
and whenever needed – as central location hubs 
or as edge-based solutions supporting MEC. 
These edge servers can carry their own custom-
izations if necessary, and NetNumber software 
connects them to one synchronized and seam-
lessly managed multi-protocol environment. 

It’s possible to deploy 2G, 3G, LTE or 5G 
in any combination on any TITAN edge with 
SS7, Diameter, and HTTP/2 interconnections. 

All-G TITAN currently supports NSA-NR, 
SA-NR and mmWave as well as Private LTE 
and IoT/M2M. 

The unique, distributed architecture of 
TITAN makes it possible to address regional, 
local and private networks individually, yet re-
tain central control, management and security. 
And as technology continues to evolve, or as 
service models change to address new oppor-
tunities and markets, TITAN adapts easily to 
fit future needs. 

Edge-based performance, data  

center reliability

As an end edge-enabled device, TITAN 
reduces latency and management bottlenecks. 
The platform delivers centralized provisioning 
and management, combined with a powerful, 
distributed execution architecture that enables 
all service processing at the optimal location in 
an operator’s network. As a software platform, 
new DCIMs and B/OSS are applications that 
can be added, changed, upgraded, and custom-
ized wherever needed. 

TITAN’s built-in geolocation replication 
adds a customizable layer of backup and 
failover, delivering the type of redundancy and 
fault-tolerance found in the largest enterprise 
data centers. Best practice high availability 
and data recovery processes ensure that traffic, 
data, and customer data are all protected. 

Security

NetNumber has been instrumental in 
delivering the best security for next-generation 
systems – while maintaining support and 
innovations for legacy technology. Our award-
winning, next-generation security solutions 
and firewall provide comprehensive multi-G 
security and fraud protection with real-time 
threat detection. NetNumber delivers inter-

networking encryption from end-to-end, 
eliminating attack vectors within the network, 
while its signaling firewall protects against 
malicious attacks on inbound traffic and data.

Summing up

5G unifies and blends traditional communica-
tions networks with the global IP world. With 
all the promise it has for unrivalled innova-
tion, new products and services, and potential 
revenue, its success depends on security, 
performance and flexibility. Due to the inter-
dependence of multi-generation protocols for 
a smooth 5G transition, and the ongoing value 
of 3G and LTE, only a software-based solution 
can provide a true price-performance advan-
tage. Hardware-based solutions are too costly 
and complex to adapt to changing conditions.  

NetNumber is a leader in multi-protocol 
software development, research, integration and 
security with 20 years of expertise in delivering 
high-performance, high-volume solutions to 
network operators around the world. 
Visit us at www.netnumber.com 

“ The fate of 5G hinges on how well – 
including how securely – the opportunities 
of the more open, distributed, 5G 
architecture can be captured
Patrick Donegan,  
Founder and Principal Analyst at research firm HardenStance




